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A Virtual machines - Microsof X +

Machines - UiPath Orchestrat. X +

& C @& portal.azure.com/#view/HubsExtension/BrowseResou... X @ © % ®» O & (¢

# cloud.uipath.com/Demo ACR Test/orchestrator /monitoring/machines?tid

“UiPath Web Automation 22.10" B8t UiPath Web Automation 22.10" BFE RN %58 o] X

i O Search resources, services, and docs (G+/) 5 2 ; 59 Joyce Wang@uipath.com
Microsoft Azure B Search resources, services, and docs (G B & 0 & @ A& e

ath Orchestrator Q Q

@ ACR_Test ~ a-

Virtual machines ~» X @ ® Tenant (Al Home t,‘) Automations 1l Monitoring Queues O Assets = Storage Buckets A Testing >
e Home
Create 2 switchto dassic (9 fanage viey () Refresh & Export to % Open query O My Folders
0] Overview Machines Processes Queues SLA
Filter for any field Subscription equals all Type eguals all Ty Add filter More (2 Orchestratc
4 [J include SubFolders |
No grouping . List 7 S B
Studio 0123
[ Name T Type T4 Subscription Ty Resource group Ty Location Ty Status T Opera R
&. 0 HR Runtimes B Group by Machine @
O B sopce-azure-vim al machine A OYCERESOUTCEGrOUp Stopped (deallocated) W =
| o
| l: - obot_150 al machine A oyceResourceGroup ed (Geallocated Wind
RAS
O ae al machine A oyceResourceGroup Running winddll Automatior O RrAs
[ B uvirobot_ris7 al machine A OyCeResOUrceGroup Stopped (deallocated)  Windc 3 Shared
g7
| O= 18785 al machine A OYCERESOUrCEGFOUp Stopped (deallocated)  Wind Apps I O joyce.wang@uipath.com...
@ Unresponsive (0) Un

(0) @ Available(1) @ Inuse(0)

Processes

=

Insights

(&

Machines @ Columns ~ 0]

Tes Hostname ¢ Machine ¢ Type & Status v R < in.. S Last Hear... ¢
Manager
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Integration
ervice

&
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Hub

L,

FortiClient

1S

https://cloud.uipath.com/Demo007/ACR_Test/orchestrator_/monitoring/machines?tid=605&fid=100046

. " 2 . - - . ~< - . " . 11:14
l. /O EXESNTEEENAS Y | 0™ Calendar - )... E NSRS q Google Chro... ‘_) UiPath Studio » (documenta... N]. RASIHES - O... ) UiPath - Rob... ] Sql Server C.., 6 UiPath Assis... 1 ) 2022/9/16 B



UiPath Unattended Robots Auto Scaling (RAS)

Elastic Robot Orchestration B HIEHLH R

UiPath Robots Auto Scaling (RAS) BE—METFTIERIVBRSZE, @BIZiES RPA 28
BRNEITIERIE PN |T BRERFERA.,
Robots Auto Scaling fB R EZEE /S UiPath IT BatiEEIRIEEN FSLEi——8
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1. EXAIY FRERRE:

Hot Robots 112 -t i Y Es—EEIElT

Cold Robots 112 - i 189H 8154 S o B/ bR o B

2. ZFPHRIIIIRK:
« Jobs (pending, running, completed, stopped, faulted)
Robots (available, disconnected, busy)
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Trusted Source

Solution

Ui|Path Marketplace
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v, Project source files
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\/3 Step by step configuration guide

\/3 Autoscaling recommendations
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1 H Reboot™
Empower RPA Workflows with Ui[Path e
Datacenter
é B E E i
Public Cloud ' I:—l Etj ! ] (=] i
R E VDIs Apps Active Exchange Databases File Applications :
E Internet ; Directory Shares i
A - — o[ o e S [ N -~ N
AZU re A Hypervisor m m m ;
_’5 .5 VMware Citrix Microsoft
i Storage
BRI R T B o F e s —————————————
: [_Runing Job Q Triggers Xeo) 1 [ Quewes i
==l roseos | COS e ]
T focts — b Q) |
Robot Orchestrator
out-of-the-box IT Automation Integrations
Activities / Connectors / APls / Ui drivers
i ; ( 08 : °
A - © B = e s SAPS
Powershell, C#, VB, Python MS Hyper-V  Citrix VMware i Virtual Identity  Networking Atlassian SAP
Terminal Java XenServer vCenter, ESX @ 4 Machines Services
. ; ‘ ; + more
B EL [0 o & 2 L e v B S
DBMS Http / Soap FTP Exchange Citrix Active : L Storage Databases Security : Servicenow Oracle 8
Jjson, xml Server VDI Directory :




g IT Balftigsnigis RPA T{ER

r,a scI

L J HTF Microsoft, Amazon, Citrix, VMware &

SDK #i2 R /e 81zl TiE5]

@ ZE S
B UiPath 4
KRAEBELRIERLLTS)

) VERACODE

VERIFIED CONTINUOUS

B

Ui|Path &t

4 \irtual Machines

I Snapshots

E Configure Robot

| r; Convert Template to VM
E Convert VM to Template
|_ Create VM From Template
E Customize VM

" Delete VM

D_'} Deploy OVF Template

| _F'_, Export OVF Template
D_'; Get Template List

! Get VM

) Get VM List

|:+ Migrate VM

E Move VM to Folder

"% Power Off VM

[ Project Activities @ Snippets  Output
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B UiPath IT Bt TIERIERESZIS

(3] Do

[3] Create VM Sequence

B

=, Get VM Image by Publisher

/) Create VM

[E Write Line

off VM Action - Switch

4-:]‘ Get VM - Azure Scope ¥

Double-click to view

Expression = Action_StartStopDeallocateDelete

Default
Case deallocate

Case start

Text VM_Name +" created and sta

[3] Configure Robot Sequence

[ Write Line

E Start specified VM - Azure Scope

ﬂ If not already started

Condition

B

Write Line

Deallocate specified VM -...

»

>

VM_Object.PowerState. ToString IsNot VmPowerState.Running.ToString and VM_Obj

[:] Sequence

Text "Downloading mei file and in

r\.‘ Start VM

~ Install Rabot - Run Seript ir

[B Write Line

B Write Line

Then Else

»

& write Line

Text "VM "+VM_Object.Name + "

Text "VM "+VM_Object.Name + "

Text "Connecting Robot to Orches

‘“n. Configure Robat

Case stop
Case delete

Add new case

AaWS 3

Stop specified VM - Azure...

Delete specified VM - Azur...

>

1Z=BARY
ST R LIRSS
Big

RiERY
B FERNARYRTHERZAY UiPath
IT BaERNEINERHT BiZiE

VendorikEE
Azure, AWS, VMware, Citrix
=3
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IT Automations workflows Trusted by UiPath UilPath

9% S50

NAME ~

)

0O OO OO0 0O O0oOoOo0Ooooooo o
)

Azure (POC rg sergiu) policy based VMs start/deallocate

Azure (QA QA-Orchestrator-Cluj-RG) policy based VMs start; ...

Azure (UTC +2) VMs Daily PowerOn

Azure (UTC +2) VMs Nightly PowerOff

Azure (UTC +5:30) VMs Daily PowerOn

Azure (UTC +5:30) VMs Nightly PowerOff

Azure (UTC +9) VMs Daily PowerOn

Azure (UTC +9) VMs Nightly PowerOff

Azure (UTC -5) VMs Daily PowerOn

Azure (UTC -5) VMs Nightly PowerOff

Azure (UTC -8) VMs Daily PowerOn

Azure (UTC -8) VMs Nightly PowerOff

Azure Security Alerts - add rule to block queued attacker IP

Azure Security Alerts - NICs NSG policy - create NSG for NIC i...

Azure Security Alerts - queue VM Attackers for blocking in V...

PROCESS ¢

AzureVMsOnDemandAvailability_IT-Ops-Cloud

AzureVMsOnDemandAvailability_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsPowerOff_IT-Ops-Cloud

AzureVMsAttackersBlock_AddSecurityRuleTo...

AzureCreateNSGforNIC_IT-Ops-Cloud

AzureVMsAttackersBlock_IT-Ops-Cloud

Azure T2 (X VM BIRHINE)

EEE 12 NMAABIIET

20.000+ R IXEH

Azure_SecurityCenterAlerts_VMAttacks Chart

® 0.00 ® o0.00 ® 7.04

i BUSINESS D APPLICATION \/ SUCCESSFUL

EXCEPTIONS EXCEPTIONS TRANSACTIONS
TRANSACTIONS FEBRUARY 26 - MARCH 26 (& E

Feb 26, 2020 Mar 1, 2020 Mar 5, 2020 Mar 9, 2020 Mar 13, 2020 Mar 17, 2020 Mar 21, 2020 Mar 25, 2020

® Total @ Business Exceptions @ Application Exceptions @ Successful

https://connect.uipath.com/marketplace/components/it-automation-for-public-private-and-hybrid-clouds

Reboot™

Work.
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Robot Autoscaling - iR Z=ZHEER S

Management Orchestrator

® Joss

I /POC_WF_RobotAutoScaling
M ouee

M Search Q. HasTrigger: All v
=
BN AUTOMATIONS A

b I (4]

&% PROCESSES
© TRiGeERs
& «

1+ Robots (for HA)

Assets // db conn, infra auth, ..
Queue // webhook events
Autoscale Process Package

Trigger // on new queue item added

Client Tenants

Orchestrator API

Webhook Receiver

namespace UiPath.workflowSolutions.RobotAutoScaling.Function

T
1

public static class ReceiveWebhooks

{
[FunctionName("ReceivewWebhooks")]
0 ref

}

8 refe|

public static class Constants

tatic class Orchestratortelper

eference
public static async Task<string> Authenticate()

efel e
public static async Task<IRestResponse> AddNewQueueItem(string requestBody)

}

1
I

Events sent via webhooks by the
managed clients are added in the
Management OR. Queue

Folders

public static async Task<IActionResult> Run([HttpTrigger(AuthorizationLevel.

Robots (unattended)

Ui|Pat

Clients Database

Reboot™

Work.

Object Explorer > 1 x

Connect~ ¥ *¥ < Column Name
=1 [[3 robot-auto-scaling.databasew ¥ id
= Databases Tenantld

£ System Databases
= W RobotAutoScaling-Tenar
& Database Diagrams

AccountLogicalName

TenantLogicalName

— Tables Clientld
F ¥4 System Tables UserKey
= External Tables AuthUrl
[ I GraphTables OrchestratorUrl

B dbo.Ti t
- 0.l emares OrchestratorFolder

= Views
& External Resources OrchestratorFolderld
E Synonyms OrchestratorEnvironmentName
% Programmability RobotsCountHot
* Query Store RobotsCountCold
@ ] Extended Events i
- Storage RobotsCountVirtual
& Security VmTemplate
£ Security InfrastructureType
£ Integration Services Cataloc Notes

Orchestrator API: key, secret, tid, fid, ..

Infra type: Azure / AWS / VMwatre / ..
Scaling rules: cold / hot Robot no.

Webhooks

robot-auto-scaling....nants - dbo.Tenants + X I

14




Robots Autoscaling

FaEh Rl

uilPath geseer



P ) Ui|Path &t

FAEERIEEIHN VM

CE&MELIN
EZ&EINBA

SiEminzEA

ERshEN
RERRTRE (sve BRREh)

REERD BERYEEIHN VM

CEFMELIN
NENBEE. 2
BB
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Autoscaling. Cost vs Availability

Virtual

VM / ServerfhZ&

FAEERIEIIN VM
I EEEHIEEIE T, Hl8F
ABEEHITRT R

RRBR S ECRIESMI VMs
R ERIR/EFE + s ABE
E, BEERRIE ((REMERA)

MBS VMs
VMIENIERERYImage +1188 AEC
ENREEIE

HEEEETE]

(min)

PN ($)
VM /B

High $160+
HEDE

Low $1.54
HDD standard S4

Medium $2.4
SSD standard E4

$0

*Azure (BIFRENY) 2%, UL D2v3 + 32Gb R/ S4 FEE/E4 ESHRE

Bk ($)

Ui|Path &t

FRAERIERIIH, VMs

EESMEL
BERNBA
EiEinEA
SRR
RERRME (sve RN

RERRIERYERIUM VMs

CESNELIN
PIBACEE, 2
BRI

INERIRIEFR S (+Robot svc)

BHESE
ERNERS
ﬁljfjﬁﬁ (I8 UiPath, %2t
BEEMIN
IEIREZRS (+ Robot Svc)

HBA
1)

FahleRlE= F(x.y...)

Pending Jobs

Robots Available
Robots Disconnected
Robots Busy

Hot Robots
Cold Robots

17




ZHATER - BNSEnEREE

SZEMBAERAER
eg. Insights / DHENER

SHERIERREERERY SRR ASE.

Avg robot utilization/day

‘HH "
Wnn“

B ($)

FREERIEEIH VMs

SESENELIN
SEEINB/A

SiEMINEA

CRHERIN
BERRHE (svc ERED)

fEIR S ECRIEIMN VM

CERELIN
HIFABZH
IBENEERI

INEERIER S (+Robot svc)

Ui|Pat

BB

ENEE
EITERR (BT UiPath, 7agstl
#A)

RehEE

INEERERSE (+ Robot Svc)

Reboot™

Work.
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EAEHIERIELER -

|#] Get VM - Azure Scope W
Double-click to view
E:TET: Scaling Strategy (Allocate On-Demand + Buffer Started VMs) Logic
: off VM Action - Switch

Expression = Action_StartStopDeallocateDelete
Default Write Line

Start Case deallocate Deallocate specified VM -...
Case start
E‘ Start specified VM - Azure Scope A

True
- JobsPending > 0 &% If not already started A
[:] Select Disconnected VMs S {
Condition
2 action(s) False VM_Object.PowerState.ToString IsNot VmPowerState.Running.ToString and VM_Obj
Double click to View Then Else
[:] Sequence £
[¥] Select Available VMs Seque
- s q _
1] Allocate selected VMs - Foi : A Start VM
) ) 1 action(s) i ! Write Line
Double-click to view Double click to View i =
Text "VM “+VM_Object.Name + "
B Write Line —JnjectName
Text "VM "+VM_ObjectName + "
1] Deallocate selected VMs - |
Double-click to view

Case stop Stop specified VM - Azure...
Case delete Delete specified VM - Azur...

Add new case

»
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| DB Management Orchestrator Webhook Events Receiver Service

Clients

Configs Queue. New Webhook Events Add'Event folder Id

Il AUTOMATIONS A O status REFERENCE STARTED ¢ ENDED ¢ tO ' Q Ue ue 1 b d
RobotsCold 50 —— Job.create
&% PROCESSES © 0rows selected i
RobotsHot 10
o RUccES O successful job.completed_204_19619154 11 minutes ago 11 minutes ago
aws S, queues
I nfraStru Ctu re = D Successful job.created_204_19618580 11 minutes ago 11 minutes ago
) ASSETS
E nVI ro n m e nt RAS — O successful job.created_9351_94536657 13 minutes ago 13 minutes ago
== STORAGE BUCKETS
] ccessful job.completed_204_19616011 40 minutes ago 40 minutes ago
FOIder Def a-u It @ ACTIONS ~ Il MONITORING A BB /POC_DemoAWS_WF_RobotAutoScaling
. O successful job.created_204_19615964 40 minutes ago 40 minutes ago
CI Ie nt (X) €} RroBOTS Il Search Q User: All v State: All v Priority: All v Source: : All v
@ Jo8s D PROCESS ¢ ROBOT ¢ MACHINE ENVIRONMENT STATE ¢
M queues
D % Fake Work T204F5031-R2 T204F5031-R2 RAS +e+¢ Pending
. = LOGS
RobotsCold Jobs triggered by New Items e ——————————
BB AUTOMATIONS A
RObOtS H Ot O x Fakework Pending allocation RAS +e+¢ Pending

PROCESSES

Items 10 -

Infrastructure
Environment
Folder F2

client_1

o &

get event data for 15t new @. item

TRIGGERS

client_1 jobs

cIi;t;macr;s é}

. X 2 -
sy ¥ %

¥y ¥ ¥ ¥

A M1 M2 @ M3 7 M(n)

@ update all associated g. items

get the client info from the database

RobotsCold
RobotsHot 5

Infrastructure /&
Environment E1
Folder F1

client_1

get the client state: jobs, robots, ..

select machines to start/stop & apply &=

I MONITORING ~ [ rrocess ¢ ROBOT & ENVIRONM... STATE ¢ STA.. ¢ ENDED v

o
‘C¥ RoBOTS O * ProcessQueueitems RAS  AdminRobotl RAS @ successful  aminute ago a few seconds ago

® JoBs

O * ProcessQueueitems RAS  AdminRobot1 RAS @ Successtul 3 minutes a.. 3 minutes ago



| DB
Clients
Configs

RobotsCold
RobotsHot

50

10 M an ag emen t O rc h est rat or BB MONITORING A B /POC_DemoAWS_WF_RobotAutoScaling

f €y RoBOTS Il Search Q User: All v State: All v Priority: All Source: All v
Infrastructure
. D NAME ~ PROCESS ENVIRONMENT £ @ 4088 D PROCESS ¢ ROBOT ¢ MACHINE ENVIRONMENT STATE ¢
Environment RAS @ oveves
O » FakeWork T204F5031-R2 T204F5031-R2  RAS e« Pending
= L0GS
ProcessQueueltems ProcessQueueltems_RAS RAS
FOIder DefaUIt I:I @ O  FakeWork T204F5031-R3 T204F5031-R3  RAS e+ Pending
. Il AUTOMATIONS A
Cllent (X) D % Fake Work Pending allocation RAS *ee Pending
Jobs started by scheduled trigger & processes o
@ TrRiccERs

RobotsCold client_1 jobs

RobotsHot 2
Infrastructure
Environment
Folder

client_1

client 1 machines
¥y » ‘
A 2
& 4 |
*% ¥ %

AMLI S M2 @ M3

2 get the client info from the database

get the client state: jobs, robots, ..

»

select machines to start/stop & apply

RobotsCold
RobotsHot 5
Infrastructure /&

B MONITORING ~ [ rrocess ¢ ROBOT & ENVIRONM... STATE ¢ STA.. ¢ ENDED v

=
‘€§ ROBOTS O * ProcessQueueitems RAS  AdminRobotl RAS @ successful  aminute ago a few seconds ago

® Joss

O * ProcessQueueltems_RAS  AdminRobot1 RAS @ successful 3 minutes a... 3 minutes ago

Environment E1
Folder F1

client_1




>

(3] SelectRobotvM

ForEach

in  clientSelectedVMs

Drop activity here

P Deallocate VM - Invoke Workflow File

“Infrastructure/Azure/Azure_VM_StartStopxaml”

2

Open Workflow

’ Invoke VMware_VM_StartStop workflow

!

A

“Infrastructure\VMware\VMware_VM_StartStop.xaml” EI

® Body
.{,’@ If orchestrator is onprem ¥
3] Body
Double-click to view
ofs Infra Type - Switch

[/ Log Message v Expression  clientinfrastructure
Double-click to view Default

[:] Init Sequence Y

3 action(s)
Double click to View
Case azure
§% If for Selecting Robot VMs by State A
Condition Import Arguments
State = "Available"
Then Else Case vmware
[:] Select Connected Robots tc ¥ [:] Select Disconnected Robot 3¢
5 action(s) 5 action(s)

Double click to View Double click to View

Case aws

>

[ Log Message
Log Level | Info
Message  "Selected RobotVMs ("+State+") count: " +

@' Case citrix

Import Arguments

2

Open Workflow

P Invoke AWS_VM_StartStop workflow

A

A

“Infrastructure\Amazon AWS\AWS_VM_StartStop.xaml” EI

Import Arguments

2

Open Workflow

»

»




D
emo Time

[ui]Path sz
DO ot”



A Virtual machines - Microsoft / X + s Processes - UiPath Orchestrat. X <

& C & portal.azure.com/#view/HubsExtension/BrowseResource/res... o (& & @ 1 %« #» O & iR i S # cloud.uipath.com/Demo007/ACR Test/orchestrator /processes?tid=6058fid=128140&index=08size=10&st... & Q@ =2 “« ®» O &
5 = 5 X = P = Joyce Wang@uipath.com e - g . ~
m EXSRMIEH ARG SEES W OHEE GV ) B & ® o A uwmz (uw:mmu) = Path Orchestrator Q: 3 (@ ACRTest v “
- »
Home
Virtual machines = % Q ® Tenant < (A Home t‘} Automations ili Monitoring @ Queues O Assets = Storage Buckets A Testing 5.8, >
UiPath {uipath.com Home
c = T Y o SN S 3 My Folders
Create € switchto dassic (¢ (O Refresh & ExporttocCsv "G Open query o] Processes Jobs Triggers Logs
Orchestrat
joyceVM Subscription equals all Type eguals all Resource group equals all X Location equals all X "r Add filter g Q Search
- ) S Rl B coympes | T
2 X T 2 studio 3 My Workspace
E Name 1 Type Ty Subscription Ty Resource group T4 Location Ty Status Ty Operating system T : » 03 HR Nume = Version L e i o Bty Bescri Labels Propertiae
$- y
[ B joycevm-r1 Virtual machine oyceResourceGroup  East Asia Actions 03I RAS
\'_‘ B joycevm-r2 Virtual machine POC-EA OyCeResOUrCaGroup East Asia Windows 0o st d D kx  ACRTest ° 1.0 M... Unatten... Window... Main.xa
ove > hare
More
03 joyce.wang@uipath.com
11 Page Items
»
Page [7~Tof1 Showing 1to 2 of 2 records AY Give feedback = [N
] L J Automatior &
tore
e , o kS /
v
Processes - UiPath Orchestrat. X =+
< C @ cloud.uipath.com/Demo007/ACR Test/orchestrator /processes?tid=605&fid=109572&index=08&size=108state=M4ewTglgPgZglgUwDYBMoDsCGBbBUVXGIDGECIBUmwxAevQC... B Q @ v & O & : e

[Ulpath orchestrator Q

(@ ACRTest v a

® Tenant (A Home @ Automations il Monitoring Queues O Assets = Storage Buckets A Testing @ Settings

Home
3 My Folders
O] Processes Jobs Triggers Logs
Orchestratc Q Search

(3 My Workspace

Studio
e I > O HR D Name » Version jobp.. ¢ Execution type Compatibility Entry point Description Labels Properties c
More OIr
I RAS D M ProcessClient ° 216 Medium Unspecified Windows - Leg Main.xaml Process Client P> E Tnl"kpad <1
> O Shared
11 Page1/1 ms: 10 '\
O joyce.wang@uipath.com
=

Automatior

19:55

H Il ©O EXERAMEEZENAE it ©%calend.. MAxuE. Wgpas 00gl. 1) ; virath... B waero. wgecee. @ seckl.. €3] uiath.. & 050
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S EREMSCHRSEMEE, ERTHRSETHIRSERTESAXNMTIEE. XSHT
Bl A RS EEES L.

i

- BUEBREMSEEXRTFREFERIEN = TRFERM 10 SERIRMENNZ] 300 &)
500-1000% ; #x, BENAREE 10-20 EEEENSRA

(AXF19 1500 SflasA, BLFY 150
- BKEESE, RRIERBEERIER, SEIRPA aflssA) |, &eXiEzT24/7
Rl (B TFadk) BUE

! = FEENENEIES TAER M S BRI
= FrISoRBTRERIERE(R: 1T EAsREmMERE | B, SEBRIEIEMA

B ZANEN
= t51Y SLA TRIESXE - ZFXIEFH
IRRRER B E R ETRRESRE

v

UiPath {2t 7 — /" Bah4ERIRER 5 3.

B o E/BUE D B ALESRSER N EIS TIRRE, LIREENRT RPA fRIERK
ERTAREREMIMS (=, B, BS)
e FREtBiR. IR BEE NG RIS, LIFERA OSSR RIHIT

FREARKER

{fi{LRY RPA FNAS3iEE
B 1T 22 A TR

RiGEpE o
IFEENX RPAIRE (BEEVIEA. KA.
Azure =+t VMware)

Zeits '
BIIETEEMA RPA BERTERER

SLA RS EE
ERE R EECMNE R EEREZ PG
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e
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